BES Security Table
Parameter

Password required
Minnimum password length
User can disable password
Minimum security timeout
Max password age

User can change timeout
Enabled long term timeout

All desktop software removed

IT Policy Notification

Confirm on send

Set owner info

Set owner name

Disable MMS

Set maximum password attempts
Duress Notification address
Attachment viewing

Prepend disclaimer

Keep message duration

Disable peer to peer normal send
Force lock when holstered

Allow thrid party apps to use serial ports
Content protection strength
Disable External Memory

Disable USB mass storage
Disable media manager

Allow screen shot capture

Disable public photo sharing apps

Setting
TRUE
4
FALSE
5
30
FALSE
TRUE
recommended
TRUE

Use custom warning
custom writing of company
Custom name as opposed to use
TRUE
3
email address
FALSE
Mobile device disclaimer
15
TRUE
TRUE
FALSE
Strong
TRUE
TRUE
TRUE
FALSE
TRUE

Security level
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Comments

*** This is not a
setting, we just
recommend against
the desktop software
so all local desktop
policies are null



Disable bluetooth

Disable discoverable mode

Disable address book transfer

Disable desktop connectivity

Require password for enabling bluetooth
Require password for discoverable mode
Require encryption

Disable file transfer

Disable dial up networking

Disable audio video remote control
Disable WLAN

Disable Camera

Allow other messaging services

Disable blackberry messenger

TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
FALSE
TRUE

Will make you
unpopular



Level 1 You should implement
Level 2 Recommended
Level 3 Optional






