Configure Single Sign on Between Domino
and WPS

What we are doing here?
Ok - now we have the WPS server configured and running with
Domino as the LDAP directory. Now we are going to configure

Single Sign on between Domino and WPS.

Why we are doing it?
Enabling this will allow users to log into the portal, and then access
their email, without re-signing in. Also, it will allow for online

awareness to operate using the Sametime engine.

How do we do it?

There are a number of steps to be completed. We have to create a
common token between Domino and Websphere for SSO. We also
have to configure some WPS properties and tell WPS about the
domino server’s details, so it can “find” the correct mail files for

USers.



Create the LTPA token in Websphere

First, ensure the domino server is running. Then, open a dos
prompt and enter in the following command to start the
Websphere Application Server.

“c:\ibm\websphere\appserver\bin\startserver.bat serverl”

When it is up and running, it will look like below.

IwCE \1hm\uehuph31e\appd31u31\hln\dtaltaEIUEI hat serverl
ADMUBA116I: Tool information iz being logged in file
CiwibmsWebhSpheresprof ilesswp_profileslogssserverdsstartierver.log
ADMUB1281: Starting tool with the wp_profile profile

: Reading configuration for server: serverl
: Server launched. Waiting for initiali=ation status.
ADMU3AAAI = Server serverd open for e-husiness; process id is 2292

You will remember earlier that Websphere Portal Server runs on top
of Websphere Application Server. We are going into Websphere
Application Server administration now to create the LTPA token.
From the Windows start bar, click on the following:
START/PROGRAMS/IBM WEBSPHERE/APPLICATION SERVER
NETWORK DEPLOYMENT
V6/PROFILES/WP_PROFILE/ADMINISTRATIVE CONSOLE

(shown below)
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You will see the following screen. Click on OK.

Security Alerk X|
“Y'ou are about to view pages over a secure connection.
:-J.

Ay information you exchange with thiz zite cannot be
viewed by anypone elze on the Web.

[ In the future, do not show this waming

ak. I bore Info |

Accept the SSL certificate by clicking on YES

Security Alert x|

ri“l |nfarmation you exchanage with this site cannot be viewed or
?. changed by otherz. However, there iz a problem with the zite'z
: zecunty certificate.

The zecurity certificate waz izzued by a company you have
not chozen to trust, Yiew the certificate to determine whether
oL want ko tst the certifuing autharity,

a The securty certificate date iz valid.

The name on the zecurity certificate iz invalid or doss not
rnatch the name of the site

Do you want bo procesd?

Yes | Mo I Yiew Certificate




The WAS login screen appears as below. Login as WPSADMIN

with the password of lotusnotes. The click on LOGIN
d=Back - o= - g 7] | ‘Qisearch [GFavorites EfMedia 4 |

Address @ https: filocalhost: 10003 b/ console flogon. jsp

Welcome, please enter yvour information.

Uzer ID:

|l.-.l|:-sa-:|min

Password:
|**********l

You are now in the WAS administrative console. This is where you
will create the LTPA key that will allow for single sign on between

Websphere applications and domino.

Address I@ https:§flocalhost: 10003/ibm) consolefsecure/securelogon.do*action=secure j @Go Links
el drmi L. t b= rt Hel mh;-
elcorne wpsadmin | ogout | uppo | elp
Welcome
P ®® WebSphere Application Ahl_Jut_vuurWebSphere
Server on IBM.com Application Server
Servers
PrreliEans Find product information on IEIM.CDm about IBM WWehSphere Application Server -
the WehSphere software famiky. OS400 MD,E029
Resources information is found on the WebSphere Bl Mumber: cf90514 .22
. Application Server for OS00 product Wish Biiled Date; 407 06
Security -
zte.
Environment limarmsa A hd=tavial  Demmarbo ~F IBRd E

H

Spstern adrminiztration

H

Monitoring and Tuning

Troublzshooting developerWorks ® Documentation
- . R
Seruice integration WebSphere For documentation, including articles and PDF
upDI Get the latest technical articles, best file=, wizit the online information center.
practices, tutarials and much mare in the 05400 users can find thiz information on the
WiebSphere Application Server Zone. WebSphere Application Server ©5/400
Influence the evalution of VWebSphere documertation \Wieh site.

Application Server and reguest new product
festures.



On the left hand side of the screen, click on SECURITY and
GLOBAL SECURITY.

B security

Glabal security
551

This brings you to the security configuration area. Now click on
AUTHENTICATION MECHANISISMS AND LTPA on the right

hand side of the screen.

Authentcation

B authentication
rmechanizms

LTRA

This brings you to where you create the LTPA token.

Global security = LTPA

Specifies the Lightweight Third Party Authentication [LTPA) configuration settings, when
security is enabled and any of these properties are changed, go to the Slobal Security
panel, located under Security in the left navigation menu, Click Apply or OK to validate
the changes, The LTPA kevs are autormatically generated the first tirme that you enable
security, After vou enable security, WebSphere Application Server can generate a new set
of keys in two wavs, If vou need to change the password, make the change and dick K
ot Apply to generate the keys, You do not need to click Generate Keys, If vou do not
need to change the password, cick Generate Keys, The new set of keys are not used until
they are saved,

Caonfiguration

| HFenerate Keys I Irmport kays Export Keys

General Properties

Additional Propertes

* Password . )
|******* Single signon (S50

Trust assaciation
* Confirm password
|*******

* Tirmmeout
[120

key file name

|
Apply ﬂ FReset Cancel




Set the password fields to lotusnotes. Set the KEY FILE
NAME to c:\wasdominokey.key.

Configuration

Generate Keys I Irmport keys Export keys
General Properties Additional Properties
# Password

Single signon (S5

|**********
Trust association

# Canfirrm password
|**********

* Timeout
[1z0

Key file name

|c:"-,wasdnrninnke',l.ke',l|

Apply ﬂ Reset | Cancel

Click on EXPORT KEYS. This will create the key on the c:\ drive.
You will then be asked to save the configuration change you have

just made. Click on SAVE.
e

lobal security

B Mezsages

&Changes have been made to your local configuration. Click
Save to apply changes to the master configuration,

G} The server rmay need to be restarted for thesze changes to
take effect



You will then have to confirm. Click on SAVE again:

Global security

Global security = LTPA = Save

Save your workzpace changes to the master configuration

Click Save to update the master repository with vour changes. Click Discard to dizcard
vour changes and begin wark again using the master repository configuration. Click

Cancel to continue working with yvour changes.

Total changed documents: 1

Save | Discard Cancel

Once that is done, close the administrative console.

7=



Import the LTPA key into Domino.

Launch the Notes Administration client. Your domino server
should still be running at this point. Navigate to the PEOPLE view
under PEOPLE AND GROUPS tab. Hold down the CTRL and
SHIFT key on your keyboard and click on VIEW and GOTO on

the menu. This will open up the ability to see the hidden views in
the Domino Directory.

e Select the folder or view pou want to apen

File Edit | Wiew Create Actions Administration People Help

[3[J]& Refresh Fo |5 & 4% E %E%%EE“@ l

_—

(g v Search This Yiew
J— Show 3

Expand/Collapse k
DEl  Cuskomize This Yiew. ..

Peclessaging... Replication | Configuration

Starks ith, .,

@ Agents wz NT 5.0

. Design

: E Ima;e REsOUrces. .. .-'1'-.|:||:| Perzon Edit Perzon @Delete Person @Cupy to F:
Groups By Cakeqory
Groups [
Peaple By Category Eearch| Jearch b hore
People {other) r
Policies »
Server 3

_—

C& Search in YView ‘People’ 1 Indexed ? X

veeBy

Marme ~ |Te|ephu:une

Adminiztrator
wpEadimin

People

53 Deny Access Groups

You will see the following screen. Select the
($WEBSSOCONFIGS) view and click on OK.
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You will see that there is already an LTPA token created for the

domain. Select the document and delete it. Press the F9 key

on your keyboard and confirm the deletion of the document.

Then close the VIEW.

DEMMO Domain I‘L‘] dema's Directary - [Fw'ebS50Cao. . }{l

@\ Search in Yiew "Web550Configs"

Domino Directory

Search for I

Search
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= B Configuration ¥ |LipaToken
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[

veeby

¥

IBM Domino Administrator

]

@ Do wou want bo delete 1 document from the database demo's Direckory?

Yes Mo




You should now still be in the admin client.. Go to the
CONFIGURATION tab of the administration client. Click on the
ALL SERVER DOCUMENTS view.

| DEMO Domain |

People & Groups | Files | Server... | Mezsaging... | Replication | Configuration |

Relsase 7.0.2 on Windows NT 5.0 Use Directory on: |Current Server

g ‘Ij‘ :S.erver .-’-‘«dd Server EditSewer @Addto Cluster @DeleteE

=] Current Server Documnent

All Server Documents < Search in Yiew 'ServeriServer: U Indexed 7
Configurations

Connections Searck| iearch » Mo
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Open the server document. Then, using the action button, click
on CREATE WEB and SSO CONFIGURATION.

DERMO Diomain I;._lﬁﬁewer: portal/demno ){l
Edit Server |@Create Weh. . ™ @Examine Motes

Virtual Server
Server: pg Rt MapeingRediection
File Protection
Realm

mo_loca

. ternet Protc
S50 iZonFiguration

Server name: portalidemao

The SSO Configuration screen opens.

e i o f;

Web SS0O Configuration for : — :
Basics I Comments I Administration |

Configuration Mame: "LtpaTaken 4 Expiration {minutez): T30y
Organization: " ldle Sezsion Tirmeout: [ Enabled

DMNS Darmain: rJ

Map names in LTPA " Dizabled =1

tokens:

Domino Server Names: rJ;I

Add “demo.local” to the DNS domain field and select the

PORTAL/DEMO server for the DOMINO SERVER NAMES FIELD
(as below).
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Basics I Comments | Administration I

Token Configuration

Configuration Marme: I?LtpaTnkeng Expiration {minutesz): FBDJ
Organization: I?,g ldle Seszion Timeout: [T Enabled
DME Domain: ITIcler'rw.lu:u:alg

hdap names in LTFA " Disabled a1

tokens:

Participating Servers

Domino Server Mames: ITI|:|C|r1.5|I.fch3r'nD aF=




Now, we need to import the Websphere keys. From the action bar,
click on KEYS, IMPORT WEBSPHERE LTPA KEYS.

@53\“33'@%8' @'Keys_..." @ﬂéncel

_reate Domino 550 Key
nport WebSphere LTRA

Web S50

Enter in the path of the LTPA key we created in the earlier step.

It is c:\dominowaskey.key. Then click on OK.

Enter Import File Name

Enter the path to the wWebSphere LTPA Impaort file: | ok I

o hmazdominokesy. key

You will be asked to enter the password for the key. Enter in

lotusnotes and click on OK.

Enter Import File Password E

Enter the passward for the WebSphere LTPA impart file: | 0k I
Ixxxxxxxxxﬂ

L e

Warning: Thiz iz not a prompt for your Notes pagsward, [F pou
have any concerns about supplying a pazswaord, contact your
gyghem adminigtrator.

If domino is happy, you should see the following screen:

Web 550 Configuration x|

Successfully imported WebSphere LTRA keys,




Your screen should look like this now:
& 2

i o | = s
T e o g s R

Bazics I Comments | Administration I

Token Configuration

Configuration Mame: ELtpaTDkEhg Expiration {minutes): IPSEI,J
Crganization: - a

DrE Domain: IT'u:InE:r‘m:u.||:u:a||,£|

hdap names in LTPA " Dizabled |

tokens:

Participating Servers
Diamino Server Mames: IF|:u:|rtaII|:|Err'u:u,;|-

WebSphere

Information

LDAR Realm: IT'|:n:|r‘l:-s'||.|:|Ernl:u.I-:n:-snI:SEiEl
J

Click on SAVE and CLOSE to continue.



Now, close the Administration client.

Open a DOS prompt and type in the following:
“c:\IBM\Websphere\Appserver\bin\StopServer.bat serverl
—username wpsadmin —-password lotusnotes” (note you are
adding in the user name and password as WAS and WPS requires

you to give an administrator name and password to stop the server.

This will stop the serverl instance you needed to configure the

LTPA token in WAS. The server should stop as follows.

2w iwibmswebzpheresappservershinsstopserver.bat serverl —username wpsadmin —pa

sword lotusnotes

ADMUBA116I: Toeol information is being logged in file
CsibmsWebSpheresprofiles*wp_profileslogzsserverlstopierver.log

ADMUB128I: Starting tool with the wp_profile profile

: Reading configuration for server: serverl
: Server stop request issuwed. Waiting for stop status.
ADHU4A0AI : Server serverl stop completed.

You must restart the Domino server now, by typing in RESTART

SERVER at the console. You will see the following:

> restart server
A3 01268607 HE: 5 AMgr: Executive '1* shutting down. Process id *1912°
A3.-81.-2887 15 Mail Router szhutdown
a3.-01.-2868%7 :4@:18 LDAP Server: Waiting for all tasks to complete
aay :4@:18 Agent Manager shutdown complete
aa’? t4A:18 Event Monitor shutdown
aaz7 t4@:20 Index update process shutdown
aay 4828 HTTF JUH: com.lotus.sametime.admin.namechange .NaneChangeSe
: destroy
4@:28 HTTPF JUM: com.lotusz.zametime.materials.zervlets .RAPFilefer
ylet: destroy
A3.-01.-2868%7 180:468:28 HTTPF JUM: com.lotus_.zametime.mtk_meeting.MeetingServlet: d

:4@:28 HTTPF JUM: com.lotus.zametime.statistics.StatisticsServilet:

destroy
A3 8120807 4828 HTTF JUH: java.lang.MullPointerException: null
a3.-01.-2868%7 421 HTTP Server: Shutdoun
t41:18 LDAFP Server: All tasks have completed
41 :18 LDAP Server: Shutdoun
t41:18 Server shutdown complete. Server will restart in 18 second




Configure Domino and Sametime parameters for

WPS

One of the final steps is to “tell” WPS about specific domino server
and sametime configurations related to the setup. To do this, we
must modify the WPCONFIG.PROPERTIES file.

Open a windows explorer session and navigate to
“C:\IBM\WebSphere\PortalServer\config”. There you will see
a file called WPCONFIG.PROPERTIES.

IER: . (5 webspherel PortalServericonfig

EH:I PaortalServer
-] bin

{:I cloudscape
{:I collections
a config
{:I deployed
{:I designer
{:I doc

{:I firstSteps
{:I IBMTrans

config
wpconfig.properties
PROPERTIES File

Modified: 13/12/2006 15:57
Size: 45.7 KB

Atkributes: (normal)

Mame #

(| nodetypes

I:I properties

I:I scripk

[(tai

Ca templates

Clwas

Cwizard

Cwork:

empky, properties
! wpcaonfig. properties

Open this file using Notepad. Note it is always useful to
create a backup of config files before and after making any

alterations.

Modify the following lines by adding the parameters listed below:

Parameter Value
LCC.DominoDirectory.Enabled =true
LCC.DominoDirectory.Server =portal.demo.local
LCC.Sametime.Enabled =true

LCC.Sametime.Server

=portal.demo.local

LCC.Sametime.Protocol

=http

LCC.Sametime.Port

=80




# LOTus Sametime Properties - BEGIN
R R R A R R R R R

pescription: Lotus Collaborative Components reguired properties
to enable Lotus sametime

LCC. sametime. Enabled: Is Lotus sametime enabled in the environment?

*H E*E

CC. Sametime. Enabled=tru
# LCC. sametime. server: The Lotus Sametime serwver name.
# ki i

C.Sametime. server=portal.demo. To

# LCC.sametime.Protocol: The protocol used to connect to the Lotus Sametime serwver,
#*
LCC. sametime. Protacol=ht

Close and save your changes. We now need to run two scripts
to put those parameters into the CSENVIRONMENT.PROPERTIES

file.

Open a DOS prompt.
Navigate to the c:\IBM\WEBSPHERE\PORTALSERVER\CONFIG
Enter in the following command:

“"WPSConfig.bat Icc-configure-dominodirectory > c:\lcc-configure-
dominodirectory.log”

This is writing the changes you put in the configuration file (related
to domino) to the CSENVIRONMENT.PROPERTIES file. It is also
writing an output log file to the c:\ drive. You should see the

following:

S WINNT system3Zhcmd.exe

G~ IBM~WebSphere~PortaliServersconfigXWPSConfig.bat lcc—configure—dominodirectory
» c:ivlece—conf igure—dominodirectory. log
Property "ReplicationType"™ being trimmed of trailing blanks?




Go to the c:\ drive via explorer and you should see a file called
“"LCC-CONFIGURE-DOMINODIRECTORY.LOG”. Open this file.
At the end of the file, you should see a BUILD SUCCESSFUL line.

action-post-config:

wed Jan 03 11:06:50 GMT 2007
[delete] Deleting: C:NIBMMWWEBSPH~LWPORTAL~LYconfigiworkiwaswwp_portal.properties
[delete] Deleting: C:NIBMMWWEBSPH~LWPORTAL-LYwconfigiwpconfig_ascii.properties

TErEa me: 25Eeconds

Now, run the following script in the command prompt.

“"WPSConfig.bat Icc-configure-sametime > c:\lcc-configure-
sametime.log”

This is writing the changes you put in the configuration file (related
to SameTime) to the CSENVIRONMENT.PROPERTIES file. It is also
writing an output log file to the c:\ drive. You should see the

following:

C:~IBM~WebSpheresPortalServersconfig*WPSConfig.bat lcc—configure—sametime > oo™l
cc—configure—sametime. log
Property "ReplicationType' being trimmed of trailing blanks?

Again, go to the c:\ drive via explorer and you should see a file
called "LCC-CONFIGURE-SAMETIME.LOG"”. Open this file. At
the end of the file, you should see a BUILD SUCCESSFUL line.

action-post-config:

Tue Jdan 02 11:12:10 GMT 2007
[delete] Deleting: CiSWIBMAWEBSPH~LWPORTAL~LMNconfighworkswasiwp_portal. properties
[delete] Deleting: C:SWIBMAWEBSPH~1WPORTAL~-1Nconfighwpconfig_ascii.properties

BUILD SUCCESSFUL
Total time: 27 seconds




Test and see if it works!

Ok, your domino server should be running. Load the Sametime
extension, by typing in LOAD STADDIN on the console. Again,
this will take a few moments, while all the Sametime services load.

load staddin
2812007 11:43:81 Sametime Server: Starting services
A2 2812007 11:43:27 Sametime Server: Running

THE SERVER icon.

When the server is ready to be loaded, you will see this.

4% Start the Server

ADMUB116I: Tool information is heing logged in file I’
C:sibmsUHebhSpheresprof ilessuwp_prof ilex~logssWebSphere_Po rtal\startSeruel

Starting tool with the wp_profile profile
Reading configuration for server: WebSphere_Portal

ADMU3IZ0@1 : Server launched. Waiting for initialization status.
ADMU3IBAAL = Server WehSphere_Portal open for e-business; process id is 4864
Press any key to continue . .




Launch a browser and navigate to
http://potal.demo.local:10038/wps/portal

3 IBM WebSphere Portal - Microsoft Internet Explorer

File Edit ‘Wiew Faworites Tools  Help

§mBack - = - () i | Dhsearch  [GfFavorites  GlfMedia ¢

Address I@ http: ffpotal.demo.local: 1 0038 vps/portal

(=TT e Horne = Welcorme =

Welcome

User ID:

Paszsward:

Mot registered? Sign up

| Log in || Cancel |

Login as wpsadmin and “lotusnotes” as the password. You

will move to the default home page:
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Now, click on the LAUNCH button and select DOMINO
INTEGRATION

M

tﬁj Horme
?,‘

Adrninistration
fii'. Mews
Cracurnents

Mezzaging

=
=
@ iDomino Inteqration
“% parzonalization
=8 Termnplates
“ Eearch
) Site Map
About

Edit My Profile

Log Cat

Click on the MY WORK tab and if it is all working, you will see the
following:

Bddres B it fpotal dero, kbcal :100 picl 4 _ S| L R T ER T 1LIE B e =
Doming Inbagrabian & My Wark & sarchi [y [ B+x2 7
[ Wacome | 14y i | My Taom || My Datehes |
Dommo Weh Access Emsmetme Contack Lk
Waltarra, wposdmin @ 1M Ciacorneded T Prafessrces  Help [T TTT R T -

iy bl Tribos L o S ek

4
G Epes ™ maok © Parvard T Move T Frilbe U T Mark Rasd T Wes T Shat T Toc T S8 3 B wepa s

(] || prsptems | i rress |gizm | | Zubisct ar
=




Test it by sending an email to yourself, through the iNotes
interface.

Congratulations, you have integrated Domino and Sametime
with Websphere Portal Server!



