Prepare Domino LDAP directory for integration
with WPS

In order to leverage WPS for surfacing domino applications (e.g. mail),
you should tell the server to use the domino directory for account
lookups and authorization/authentication. In order for this to be done,
LDAP lookups to domino must be initiated. Before we get to that
point, we must get the Domino LDAP directory “ready” for WPS’

requirements.

Groups and Users
There are four specific groups required in your LDAP directory for WPS

to function.

e WPSADMINS

e WCMADMINS

o WPSCONTENTADMINISTRATORS
e WPSDOCREVIEWER



Create the Groups
Start the Domino server and launch the administration client.

Then Navigate to the "PEOPLE AND GROUPS” tab and click on
GROUPS.
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Click on ADD GROUP and create a group called WPSADMINS. There

are no members as yet.

Multi-purpose group: WPSADMINS

Bazics I Comments | Adminisgtratian I

Group name: TwWPSADMING

Group twpe: j‘I‘u'1ulti—|:|ur|:n:-seJ;l

Category: "

Dezcription: "Thiz iz a group uzed for WS Integration. Itis the Portal Server
Adminigtration group (members will have admin rights to Portal Server)
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kAail Domain: r

Internet Address: rJ
P

hdermbers:



Click on SAVE AND CLOSE and repeat the process for each of the
following:

e WCMADMINS

e WPSCONTENTADMINISTRATORS

e WPSDOCREVIEWER

There will be no members yet. You should have the following:

-"'\'-'j'j Group EditGrDup @Delete Girow

., Search in View 'Groups'

Search for |

A|Gru:|up e

e | ocalDomainddmin:
e | ocalDomainServers
e OtherDomainServers
e WChADRING
e WPSADMING

#s wWPSDOCREVIEWER




Modify the ACL of the Domino Directory
Select a group document in the view and click on

FILE/DATABASE/ACCESS CONTROL.

The ACL of the Domino Directory should appear.

Access Control List to: demo’s Directory 2B %
f-! | Bazics
% Roles People, Servers, Grovps [N ~|  User type [Unspecicd =]

Access |Authu:-r j

Eﬁ 0 -Default-
oq
Anonyrmous [ Create documents

o) Advanced | W LocalDomainddming I Delets documents
[l LocalDomainServers

[l OtherDomainServers
£ portalidemno " Create personal folders/views

[T | Create shared folders/views

[" Create private agents

[ Create LotusScriptélava agents
¥ | Fead public documents

[ wiite public: documents

¥ Replicate or copy documents

Fioles [] [GroupCreatar]
[ [Grouptdodifier]
[] [MetCreatar]

M ethd odifier
| Add... I | Rename... I | Remove | E{F’Dlicy[ﬁreah]:r]
| [ [Policytodifier]
[ [PelicyReader]
Fullname: [ [ServerCreator]
[ [Servertdodifier]
[] [UserCreatar]

An Access Control List [ACL) defines who can view and edit your databaze. [] [Usemtdodifier]
Select a name in the list to see or zet the access assigned to the name.

| Effective dooess...

Lazt change: portal on 25/11/2006 18:17:31
According to: dema

Click on ADD and add the WPSADMINS group to the ACL. This group
should have Manager access with the following roles assigned

e UserCreator

e UserModifier

e GroupCreator

e GroupModifier



Access Control List to: demo's Directory H B

eg Advanced

f—ﬂ Bazics

% Roles Feople, Servers, Groups IShl:uw All j Uzer tppe IF'erscun QroLp j

Eg -D efault- Lcoess IManager j
Log Anangrmous

¥ | Create documents

Lacall omainddmi
“ HEALIEMANAIMING [T Delete documents

[l LocalD omainServers

[l OtherD amainS ervers I¥| Create private agents
& portalidernn I¥ | Create personal folders/views

COWPSADMINS ¥ | Create sharedifalders/views
¥ | Create LotusSeript/dava agents
¥ | Fead public documents

¥ | wirite public dacuments

v Feplicate or copy documents

<

Roles [ [GroupCreator]
[+ [Grouphadifien]
[] [MetCreatar]
[] [Mettdodifier]
| add... I | Rename... I | Remaowve I [ [PolicyCreatar]
| Effective Access... | [ [PolicyModifier]
[] [PalicyR eader]
Full name; *WPSADMINS [ [ServerCreatar]
[ [Servertdadifier]
[¥] [UszerCreatar]
&n Access Contral List [(ACL) defines who can view and edit your database. [¥] [Usertadifier]
Select a name in the ligt to zee or set the access azzigned to the name.
Last change: Adminigtratar on 1241 2/2008 20:03:40
According to: demo 0K | | Cancel |

Click on OK




Register some Users
Click on the PEOPLE VIEW and click on

TOOLS/PEOPLE/REGISTER

‘ s Toals

-
ong el - e @ People

1 x
hlove to Another Server...
Fename...

| Delete
wetrato] Recerif. ..

=gl Cerlifier | |
L3 pazsward Il B
Foruzer.  /demo
Cancel

The register person dialog box will open. Check the ADVANCED

checkbox on the bottom left of the screen:

|:| v ifdvanced

.........................

R egistration Gueue

“_WUE-::r Mar

We have configured a policy to simplify the registration process.

Register a user with the following settings:



BASICS TAB

Field Value
First Name -blank-
Middle name -blank-
Last name Wpsadmin
Short name Wpsadmin
Password lotusnotes
Mail System Domino Web Access
Enable roaming for this person Unchecked
Create a Notes ID for this person | Checked

| Register Person -- New Entry

B mola oo

f—ﬂ Basics

= Mail
ﬁ\ Address

) 1D Info

:EJ; Groups

a Roaming IIDtusnntes

@ Other

Provide name, password and other basic information for the new person. To viewsedit additional
reqiztration settingz, check the ‘Advanced' checkbox below.

| Registration Server. . | portalfdemo

Firzt name: Middle name: Last name: Shart name:;
I I prsadmin wpzadmin
FPazaword; b ail system: Euplicit policy:

I Damino Web Access j I [Maone Available]

Organization policy:
*fdemo

| Password Options... I

[~ Enable roaming for this person - :
| Policy Synopzis. .. |

[v Create a Motes 1D for this persaon

| hdigrate People. .. | | Import Text File...

Regiztration Hueue [local):

=

/\|User Mame =

| A|Hegistratiun Status -~

4] ]

| Fegister All I

| Regizter I | Delete I | Dptions. .. I | Wiews, . I |




Mail Tab

Field Value
Mail System Domino Web Access
Mail Server Portal/Demo
Mail file name -default-
Create file in background Unchecked
Mail file owner access Manager

Mail file template

DOMINO WEB ACCESS (7)

Create Full text index

Checked

Set database Quota Unchecked

Set warning Threshold Unchecked

| Register Person -- New Entry E
'Eil Basics b ail zystem:
= | bail Server... | portal/demo

T — IDDminDWeb.ﬁ.ccess j

E Wil file name:

; £ Address |mail'xwp$admin
EI ID Info [ Create file in backgraund
«th Groups Mail file cvner access:
2 Roaming |Manager j
[';:‘ﬂ Other

| Mail Filz Replicas.. |

kil file terplate:

Doming 'Web Access [F)

Extended Mail [R7)

Laotuz SmartSuite Librarny [7]

Mail (A7) o
Microzoft Office Libram [7]

Perzonal Address Boak, LI

| About. .. | dwa?. ntf

[+ Create full text indes

[~ Set databasze guota
[~ Setwarning threshaold

| figrate People. .. || Import Test File... |

Registration Queue [local):

/\|User Mame =

| A‘Hegistratiun Status -

il

| Hegigter.-‘l'-.lll | Reqister I |

Delete I

| Optionz. .. I | Wigws I | Daone I




Address Tab

Internet Address wpsadmin@demo.local

Internet Domain Demao.local

Address name format firstName LastName

Seperator Dot

Register Person —- New Entry H B
| Basics Mail Internet Address Information |

Intemnet address Internet Damain
prsadmin@demn.lu:u:al Iu:lemu:u.lu:u:al
Addrezs name format Separatar
IFirstN ame Lasth ame j ID:::t j

..%J; Groups

3 R - Supply internet address format settings for the selected people or person. The Intermet address is
; oaming . ; ; ! -

created uzing the perzon's name, the internet domain and inkernet address format components. 1
@ Other muzt be unique in the address book.

v Advanced | Migrate People... I | Import Text File...

Reaiztration Queue [local);

/\|UserName -~ | A|Hegistratiun Statuz -~ |Date -~

q7] []

|Hegi§ter.-’-'-.lll | RBeaizter | | Delete | | Options. .. | | Wiews, .. | | Diane |




ID Info Tab

Field Value
Create a Notes ID for this person | Checked
Certfier ID /DEMO
Certificate expiration date -default-

Public Key specification

Compatible with all releases

License type

North American

In Domino directory Checked
In fie Unchecked
In mail file Checked

| Register Person -- New Enkry 7 i |
&, Basics [ Create a Motes |D far this person [T| Use CA process
y ” ,
1 3 Mail Certifier (D [nforrmaticon |
E @ L : Certificate expiration date;
| ———— | Cettifier|D... | /demo {25,/11/2008 16:27:59
2} iD Info _ o -
""""""""" Public key zpecification: Licenze type:
| 8 Groups Eonnatible with ol releases (530 Bits) x| [Morth American I
a Roaming
1 @ Other Lacation far storing uzer |0 |

v In Daming directony

v I mail file

[ Infile: Seb |0 File.. | C:\Program Filestlotusy. . ids\peopletwpsadmin.id

| hdigrate People. .. I | Import Text File...

Regiztration Hueue [local):

/\|User Mame =

| /\|Hegistration Status -

<] ]

|Hegi§ter.-’-'-.lll | Regizter I | Delete I

| Options. .. I | Wiews, . I | Done I




Groups tab

Add users to the following groups

e LOCALDOMAINADMINS
e WPSADMINS
e WCMADMINS
e WPSCONTENTADMINISTRATOR
e WPSDOCREVIEWER
Register Person -- New Entry H E
i Selected groups
f‘!l Basics Azzign person to group(z] (= graup
~ LocalD omainddmins
3 Mail Listhiame WEMADMING
t LocalDomainédming WRSADMING
i+ Address i LocalD insS WPRSCOMTEMTADMIMISTRATORS
fi} pealamaimasErs WPSDOCREVIEWER
= e OtherDomainServers
ID Info
—_— | ey WCRADRING
4 Groups de WPSADMING
3 R . e WPSCOMNTENTADRMINMISTRAT
; oaming
i WPSDOCREVIEWER
&Y Other
1] | |I| | Femove | | Remaove &l
¥ Advanced | Migrate People... || Import Text File... |
Regiztration Queue [local):
~|llzer Mame -~ -~ |Regigtration Status ~ Date ~
1] ] ]
| Regizter Al | | Regizter | | Delete | | Dptions... I | Wiews. . | | Dione I

Leave ROAMING and OTHER tabs as default.

"
Select the and click on REGISTER ALL. You will be notified

when the user is registered. Click on DONE to complete.




Create a default configuration document
Go to the CONFIGURATION tab of the administration client. Click on

the SERVER view and the CONFIGURATIONS view.

| DEMO Domain |

People & Groups | Filez | Server... I Mezzaging... | Replication | Configuration |

T Server. portalfdemo
| Release 7.0.2 on Windows NT 5.0

» I Server .-‘-‘-.u:lu:l Configuration EditCnnfi!

=] Current Server Document
=] All Server Documents \-:" Search in Yiew "ServeriConfic
Configurations
Connections Search for |
=] Programs
=| External Domain Metwork, Inf |Senfer Marme
» B4 Messaging ‘

» F3 Renlication

Click on ADD CONFIGURATION.

Check the option for "USE THESE SETTINGS AS THE DEFAULT
SETTINGS FOR ALL SERVERS". You should see and LDAP tab appear
as the third tab.

Configuration Settings

Basics | Smart Upgrade Hnuten’SMTF‘I MIME | NOTES.INI Settings

lze theze settings as the default zettings
for all zervers:

OFR
Group ar Server name: * - Default-
Twpe-ahead: rEnab'E-'llel
Ipternatmnal hAIME Settings for thiz [~ Enabled



Go to the LDAP tab and Choose SELECT ATTRIBUTE TYPES. The
LDAP ATTRIBUTE TYPE SELECTION screen appears.

Atiribute Type Selection for Anonymous LDAP Queries

This tool iz used to select attribute types for which anonymous uzers can perform queries through
LD&P. Attribute Types are selected by picking an object class, which in turn displays all of the
attribute tvpes for that class {the wildcard class (%) displays all possible values). Individual attribute
tvpes can then be selected from the list an the left zide of the window and added to the list of
queriable attribute types on the right.

Object Classes

[ - |

Selectable attribute Types

Dizplay Attributes | Use DefaultYalues

CQueriable Attribute Types
[T AlFullMame

&l [ altServer
Add Il > | [ attributeTypes
[ authorityRevocationList
<< Remave | e

[ certificateR evocationList
<< Remaove All | [ en
[ createTimestamp
[ creatarsMame
[] crossCentificatePair =

| v

e

Cancel

Lok ||

Click on the drop down arrow on the left and select the “*” and then
click on DISPLAY ATTRIBUTES. All fields should appear on the left.

Attribute Type Selection for Anonymous LDAP Queries

This tool is used to select attribute types for which anonymous users can perform gueries through
LDAP. Attribute Types are selected by picking an object class, which in turn displays all of the
attribute types for that clazs (the wildcard class (%) dizplays all pozzible values). Individual attribute
tvpes canthen be zelected from the list on the left side of the window and added to the list of
queriable attribute types on the right.

Object Claszes

I* j Dizplay Attributes I

Use Default Values

Selectable Attribute Types

[ abstract

[ AccessServerlnput
[ Accounttddresses
[ AccountMarnes
[ AccountProtocals
[ AccountUzeSSL
[ acP

[ acPDsp

[] ACPFlg
4

= Add > |
Add &ll >> |

<< Remove |

<< Remove &ll |

R

| o

Clueriable Attribute Tvpes

[ AlFullMarme

[ aktZerver

[ attributeTypes

[ authorityRevocationList
O

[ certificateRevocationList
en

[ createTimestamp

[ ereatorsMarme

[ crossCentificatePair

|»

Lok ||

Cancel




Select the following Attribute Types on the LEFT and ensure they
are added to the QUERIEABLE ATTRIBUTE TYPES list on the RIGHT by
click on the ADD>> button.. This means we are extending the basic

LDAP attributes available for querying to include attributes that will be

needed for WPS to select options dynamically (e.g. mail file)

Add the following attributes:
e Host
e HTTP-HostName
e HTTP-port
e Mail
e mailAddress
e mailDomain
e MailFile
e MailServer
e netaddress
e Sametime

e Sametime server



Attribute Type Selection for Anonymous LDAP Queries

Thiz tool iz uzed to zelect attribute tvpes for which anonyimous users can pedarm queries through
LDAP. Attribute Tvpes are selected by picking an object class, which in turn dizplavs all of the
attribute tvpes for that class (the wildcard class (%) displavs all poszible wvalues). Individual attribute
twpez can then be zselected from the lizt on the left side of the window and added to the list of
queriable attribute types on the right.

Object Clazzes
I* j Dizplaw attributes | Lze DefaultWalues

Selectable Attribute Tvpes Clueriable attribute Tvpes

(%)mailaddress = ® L] altFullMame [

hlailDormain [ altSerer
[¥] MailFile Add All == | [] attributeTypes =
[ railFileCreation [ authoritvRevocationbist
[[] MailinDatabases L << Remove | [Je
[ MailCwnerdce [ cerificateRevocationList
[] mailPreferenceOption << Remaove &l | [T cn
[+] MailSerer [] createTimestamp
[ mailSets _I;I e | [ creatorzMarne
4 | | L [] crozsCertificatePair -

Q Ok | | Cancel |

Then click on ok. Your listing should look like the following picture

NOW:
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Jaming Cesigrer

wdr

Select Attribute Types

LDAFP Attribute Types:

AlFullMName

altServer

attribute Twpes

authoritvRevocationlist

o

cettificate Revocationlist

ch

createTimestamp

creatarshlarme

crossCerificatePair

dc

deltaRevocationlist

ditContentRules

dominoCetificate

dominolIMID

extendedatributelnfo

extendedClazzinto

givenMame

hozt

HTTP-HostMame

HTTP-Fort

|

|dapSyntaxes

Location

Frail

maildddrezs
ailDlamain
ailFile

dailSepney

member
modifiersMame
modityTimestamp
namingContexts
a

objectClazs
objectClaszes

au

publickey

amefime
SametimeSerer

Domino Fields:
AlFullMName
altServer

attribute Tvpes
authorityRevocationbist
Office Country
cettificate Revocationlist
ch
createTimestamp
creatarsBlarme
crossCerificatePair
dc
deltaRevocationList
ditContentRules
Cerificate
dominolIMID
extendedatributelnfao
extendedClaszinto
FirstMame

hozt
HTTF_Hoszthame
HTTF_Puort

Office City
ldapSyntaxes
Location
Internetdddress
maildddress
MailDarmain
hdailFile
MailSerer
hemberz
modifiersMarme
modityTimestamp
namingContexts
Mettddreszes

o

Twpe

objectClasses

ou

publickey
Sametime
SametimeSerer




Further down on the LDAP tab, ensure the following is done:

ALLOW LDAP USERS WRITE ACCESS - set to YES
AUTOMATICALLY FULL TEXT INDEX DOMINO DIRECTORY - set to YES

Allowe LDAF ugers write acceszs:

Tirmeout:

kaxirmurm number of entries returned:
kinimurn characters for wildcard search:
Allowe Alternate Language Infarmation
processing:

Rulesz ta fallow when this directany iz the
primmary directory, and there are multiple
rmatches on the diztinguizhed name being
compared/imodified:

Autamatically Full Text Index Daminag
Directony?

i Yes

& Mo

j‘I:IJ geconds
"0,

"1

T Yes

* Mo

% Don't modify any
7 bodife first match
o

IS

e~

Click on SAVE AND CLOSE and the configuration document is

created.

Serer: portalfdemo
Releaze ¥.0.2 onwWindows NT 5.0

ze Diren

v ﬂ Server
] Curent Server Docurment

.~'1'-.|:||:I Configuration EditCaniguratiDn @Delete Configuration

All Server Documents
Configurations

----- Connections
=| Programs
External Dromain Metwork, Inf | £

Search for |

Server Marme

., Search in View "ServeriConfigurations'

Search

Fararmeters

» B4 Messaging

* - [all Servers]

» G Replication
o 1 Miractan

Now close the administrator client and QUIT the domino server.
You have finished configuring the Domino LDAP directory. Next step is
to disable the current security in WPS



